   MEMORANDUM OF UNDERSTANDING

THIS MEMORANDUM OF UNDERSTANDING (the “MOU”) is made and entered into as of  _________________ ___, 20___, between ___________________________________ ___ ________ (“FQHC” or “Institution”), a Missouri non-profit corporation under the laws of the State of Missouri, and _________________________________ (“Hospital” or “Institution”), a hospital licensed under the laws of the State of Missouri.

Recitals

A.
Hospital is a licensed acute care hospital located at ________________________ ________________________________________.


B.
FQHC is a Federally Qualified Health Center as recognized and designated by the US Department of Health and Human Services’ Health Resources and Services Administration and Bureau of Primary Health Care, the US Department of Health and Human Services’ Centers for Medicare and Medicaid Services (“CMS”) and the MO HealthNet Division (“MHD”) of the Missouri Department of Social Services (“MO DSS”).


C.
FQHC has a principal location at ______________________________________.
D.
MO DSS received approval from CMS to amend the Missouri State Medicaid plan to implement “Health Homes” (as hereafter defined) for the time period beginning January 1, 2012.
E.
MO DSS is the single state agency which administers the Missouri Medicaid program through its MHD.

F.
Health Homes are defined as an alternative form of delivery of healthcare services which includes comprehensive care management and care coordination for patients eligible for Medicaid who have certain chronic illnesses.


G.
The Health Homes program was developed as a collaboration between MO DSS, MHD and MO Department of Mental Health.

H.
Federally Qualified Health Centers are one of the types of providers which are eligible to serve as Health Homes for eligible patients.


I.
FQHC was selected by MO DSS as a Health Home provider.


J.
MO DSS published a proposed regulation in the Missouri Register on November 15, 2011 to implement the Health Home program, 9 CSR 10-5.242 (the “Home Health Regulation”).


K.
Under the Home Health Regulation, a Home Health provider is required to develop a memorandum of understanding with regional hospitals to provide for a structure for transitional care planning.


L.
FQHC and Hospital wish to enter into this MOU in compliance with the Home Health Regulation.
Agreement

NOW, THEREFORE, the parties agree as follows:

1. Purpose of Agreement.  Each Institution agrees on the terms and conditions of this MOU to collaborate and cooperate with the other in order to coordinate care for patients who are eligible for Health Home services.  Nothing herein shall be interpreted to create an exclusive relationship between the Institutions.  Each Institution shall be free to enter into transfer memoranda of understanding and/or agreements with other entities.
2. To Designated Representative.  Each Institution hereby designates a representative (each a “Designated Representative”) to whom all information under this MOU shall be sent and who shall be designated by such Institution to have responsibility to distribute such information to the appropriate employees or other representatives of such Institution for review, action and/or decision.  The Designated Representative of each Institution as of the date of this MOU is identified on Exhibit A to this MOU.  Each Institution may at any time change its Designated Representative by a notice in writing delivered to the other Institution.

3. Transitional Care Planning.  

(a) The parties acknowledge that Hospital has access to certain information from MO DSS for each person who is eligible for MO HealthNet reimbursement and who seeks admission to the Hospital and that such information includes identification of each such patient who has been enrolled by FQHC or other parties as a participant in the Health Home program (each, a “Participant”).
(b) Hospital agrees that when a patient is admitted to the Hospital who is identified through the MO HealthNet system as a Participant, Hospital agrees to notify the Designated Representative of FQHC of such admission (each, an “Admission Notice”).  Such Admission Notice shall be given in writing and no later than ________[NUMBER OF HOURS] hours after admission.  Each Admission Notice shall include [INSERT TEXT].
(c) Following each Admission Notice, each Institution agrees to use good faith efforts to collaborate with the other by exchanging information about the Participant for the purpose of providing a smooth transition for the Participant following his or her discharge from Hospital in order to assist each Institution to provide care for the Participant consistent with such Participant’s prior medical background and history.

(d) Upon discharge by Hospital of any Participant, Hospital agrees to deliver to FQHC a discharge summary which shall include the following information [INSERT TEXT].

(e) Hospital agrees to provide to FQHC access to each Participant and his or her medical records during his or her stay at Hospital, subject to the right of such Participant to deny access to FQHC.

4. Identification of Potential Participants.  Each institution agrees to collaborate and negotiate with the other in good faith to develop a system whereby patients who are admitted to the emergency department (“ED”) of the Hospital who may benefit from becoming a Participant can be identified.  Such identification system may include factors such as:
(a) Selection standards for ED patients to identify those who may benefit from becoming Participants.
(b) Collaboration between the Institutions to develop methods to notify patients admitted to ED of the potential benefits of the Home Health program.
(c) Development of a procedure to offer enrollment as Participants to those ED patients who are identified as described above.
(d) Development of a procedure under which the Hospital would notify FQHC of each ED patient who is identified as a potential Participant in the Health Home program.
5. Billing Arrangements.  All bills incurred with respect to services performed by either Institution for patients pursuant to this MOU shall be collected by the Institution rendering such services directly from the patient, third-party reimbursement source, or other sources normally billed by the Institution.

6. Parties’ Relationship.  Hospital and FQHC shall have exclusive control of the man​agement, assets, and affairs of their respective institutions.  Each of the parties hereto shall be responsible only for its own acts and omissions with respect to patient care, and neither party by virtue of this Agreement assumes any liability for any debts or obligations of either a financial or a legal nature incurred by the other party to this Agreement.  

7. Term.  This Agreement shall be effective for the period beginning ______________ _____, 20___, for a term of one year, and thereafter it shall be renewed automatically for successive periods of one year, unless sooner terminated as herein provided.  Notwithstanding the foregoing, this Agreement may be terminated by either party for any reason after the ex​piration of the first full year of the term hereof by giving thirty days’ prior written notice to the other party of its intention to withdraw from this Agreement and by ensuring the continuity of care to patients who already are involved in the transfer process.  If this Agreement shall be terminated under this provision or any other term, covenant, or condition of this Agreement, the parties agree that they shall not, under any circumstances, enter into a new or replacement agreement for the same or similar services at any time during the remainder of the one-year term during which the termination occurred.

8. Default.

(a) Hospital Default.  If Hospital commits a breach of this Agreement, FQHC may terminate this Agreement if the breach is not cured within 20 days of Hospital’s receipt of notice of the breach from FQHC; provided, however, that FQHC may terminate this Agreement imme​diately upon the occurrence of either of the following events: (i) Hospital’s loss or restriction of licensure or Medicare or Medicaid certification, (ii) dissolution, reorganization or change in busi​ness of Hospital, (iii) FQHC receives a Statement of Deficiencies from the MO DSS, CMS, or any successor agency which alleges that any services performed by Hospital were not in compliance with applicable law, rule, or regulation, (iv) an investigation of Hospital by any governmental agency regarding health care fraud that results in denial or delay of payment for services, including a pre-payment audit, (v) the imposition of any sanction against Hospital for health care fraud and abuse under applicable law, rule, or regulation or a plea or conviction of criminal liability or settlement or judgment of civil liability for health care fraud and/or abuse in any state or federal tribunal, or (vi) if any event occurs which would constitute a breach of any of the warranties and certifications described in paragraph 13 of this Agreement.

(b) FQHC Default.  If FQHC commits a breach of this Agreement, Hospital may terminate this Agreement if the breach is not cured within 20 days of FQHC’s receipt of notice of the breach from Hospital; provided, however, that Hospital may terminate this Agreement immediately upon the occurrence of any of the following events:  (i) FQHC’s loss or restriction of licensure or Medicare or Medicaid certification or (ii) dissolution of FQHC.

9. Criminal Background Checks.

(a) General.  Each Institution acknowledges that no employees or independent contractors of either Institution providing services to any of the patients of the other Institution can do so if he/she has been convicted of or pled guilty or nolo contendere to any disqualifying criminal violations as listed in § 660.317 RSMo 2000 as hereinafter amended, and, if either Institution has a contract with the MO DSS, listed in § 630.170 RSMo 2000, as hereinafter amended, or has been placed on a State Employee Disqualification List and, if Institution has a contract with the MO DSS, offenses listed in § 630.170 RSMo 2000 and 9 C.S.R. § 40-2.035(11), hereinafter amended, or any Federal law hereinafter enacted and made applicable to Institution.  Therefore, each Institution shall perform a criminal background check regarding each of its employees and all independent contractors it hires who will provide services to any of the patients of the other Insti​tu​tion prior to those persons performing such services.  

(b) Notice of Disqualifying Crime.  If any employee or independent con​tractor of either Institution is found to have been convicted of or pled guilty or nolo contendere to any disqualifying criminal offense as specified in paragraph 9(a) or has been placed on a State Employee Disqualification List, the employing Institution shall notify the other Institution immediately and immediately prohibit the person from providing services to patients of the other Institution.

10. Notices.  Any notices permitted or required by this Agreement will be deemed made on the day personally delivered in writing or mailed by certified mail, postage prepaid, to the other party at the address set forth below or to such other person and address as either party may designate in writing:


If to FQHC:


_____________________________________






_____________________________________






_____________________________________






_____________________________________






Attn:_________________________________


And to:


_____________________________________






_____________________________________






_____________________________________






_____________________________________


If to Hospital:


_____________________________________






_____________________________________






_____________________________________






Attn:_________________________________


And to:


_____________________________________






_____________________________________






_____________________________________






_____________________________________

11.  Licensure, Certification and Insurance.  Each Institution hereby warrants and certifies the following:

(a) Licensure. It is licensed by the appropriate agency of the State of Missouri, if required.

(b) Certification.  It has all other approvals and certificates required by the appropriate state and federal agencies in order to qualify for and participate in Medicaid and Medicare.

(c) Insurance.  FQHC and Hospital shall at all times during the term of this Agreement maintain at its sole cost and expense, comprehensive general public liability and property damage insurance with limits of liability not less than $1,000,000 and professional malpractice insurance in an amount not less than $1,000,000 per occurrence and $3,000,000 annual aggregate.  FQHC and Hospital will, upon execution of the Agreement and on request thereafter, furnish the other with certificates of insurance evidencing such coverage.  FQHC and Hospital will notify the other promptly in the event that either receives notice or knowledge of any proposed amendment, change, cancellation or modification to such insurance coverage.

12. Confidentiality.

(a)
Facility Information.  Hospital recognizes and acknowledges that, by virtue of entering into this Agreement and providing services to FQHC hereunder, Hospital may have access to certain information of FQHC that is confidential and constitutes valuable, special, and unique property of FQHC.  Hospital agrees that Hospital will not at any time, either during or subsequent to the term of this Agreement, disclose to others, use, copy, or permit to be copied, without FQHC’s express prior written consent, except pursuant to Hospital’s duties hereunder, any confidential or proprietary information of FQHC, including, but not limited to, information which concerns FQHC’s patients, costs, prices, and treatment methods at any time used, developed, or made by FQHC and which is not otherwise available to the public.



(b)
Patient Identifying Information.  All medical information and data concerning specific patients (including, but not limited to, the identity of the patients), derived from the business relationship set forth in this Agreement, shall be treated and maintained in a confidential manner by the parties to this Agreement and their employees and agents and shall not be released, disclosed, or published to any party other than as required or permitted under applicable laws.  The parties to this Agreement shall comply with all applicable state and federal laws and regulations regarding confidentiality of patient records, including but not limited to the Health Insurance Portability and Accountability Act of 1996 and the Privacy and Security Standards (45 C.F.R. Parts 160 and 164) and the Standards for Electronic Transactions (45 C.F.R. Parts 160 and 162) (collectively, the “Standards”) promulgated or to be promulgated by the Secretary of Health and Human Services.  Hospital agrees to sign any additional agreements(s) which the FQHC is mandated by the Standards to enter into with contractors who have access to Protected Health Information (as defined in Exhibit B).  If Hospital fails or refuses to sign any such required agreement(s) following written notice by FQHC, the FQHC shall have the right immediately to terminate this Agreement.  Hospital agrees to comply with the terms of the Business Associate Addendum, attached hereto as Exhibit B and incorporated herein by this reference, which the FQHC is mandated by HIPAA to enter into with contractors who have access to Protected Health Information.  If Hospital fails to comply with the provisions of Exhibit B, the FQHC shall have the rights set forth in Exhibit B.



(c)
Confidentiality Provision Included in Service Contracts.  Hospital shall include substantially similar confidentiality provisions in each of the contracts Hospital negotiates with any party which Hospital shall engage to perform any of the services which Hospital is obligated to perform if such personnel or service providers shall have access to Protected Health Information.

(d)
Survival.  The provisions of this paragraph 15 shall survive expiration or other termination of this Agreement, regardless of the cause of such termination.


13. Warranties and Certifications.  Hospital represents and warrants to FQHC that neither Hospital nor any of its owners officers, directors, managers, or employees are excluded from participation in any federal health care programs, as defined under 42 U.S.C. 1320a-7b(f), or any form of state Medicaid program, and to Hospital’s knowledge, there are no pending or threatened governmental investigations that may lead to such exclusion.  Hospital agrees to notify FQHC of the commencement of any such exclusion or investigation within seven (7) business days of Hospital’s first learning of it.  FQHC shall have the right to immediately terminate this Agreement upon learning of any such exclusion or investigation.  Hospital agrees to notify FQHC of the status of any such investigation.
17. Miscellaneous.

(a) Severability.  The invalidity or unenforceability of any provisions of this Agreement will not affect the validity or enforceability of any other provision.

(b) Interpretation.  The headings used herein are for convenience only and do not limit or expand the contents of this Agreement.

(c) No Waiver.  No waiver of a breach of any provision of this Agreement will be construed to be a waiver of any other breach of this Agreement, whether of a similar or dissimilar nature.

(d) Survival.  Any provisions of this Agreement creating obligations extending beyond the term of this Agreement will survive the expiration or termination of this Agreement, regardless of the reason for such termination.

(e) Amendments.  Any amendments to this Agreement will be effective only if in writing and signed by the parties hereto.

(f) Entire Agreement.  This Agreement constitutes the entire agreement of the parties with respect to the subject matter hereof.

(g) Assignment.  Neither party may assign its rights or obligations hereunder without the prior written approval of the other; provided, however, that such an assignment may be made to an entity which is directly or indirectly, wholly-owned or controlled by the same entity as the assigning party.  

(h) Changes in Law or Regulation.  In the event that legislation is enacted or regulations are promulgated or a decision of a court or administrative tribunal is rendered which affects or may affect, in the opinion of legal counsel of FQHC, the legality of this Agreement or adversely affect the ability of either party to perform its obligations or receive the benefits in​tended hereunder, then, within fifteen (15) days following notice, each party will negotiate in good faith an amendment to this Agreement which will carry out the original intention of the parties to the extent possible in light of such legislation, regulation, or decision, and each party will execute such amendment.  In the event that the parties cannot reach agreement on the terms and provisions of any such amendment within sixty (60) days following the notice provided in this paragraph, this Agreement may be terminated upon not less than thirty (30) days’ prior written notice of termination from FQHC to Hospital.

(i) Referrals.  Nothing in this Agreement shall be construed as an offer or payment by one party to the other party or any affiliate of the other party of any cash or other re​muneration, whether directly or indirectly, overtly or covertly, specifically for patient referrals or for recommending or arranging the purchase, lease, or order of any item or service.  Any pay​ments made by FQHC to Hospital represent the fair market value of the supplies and/or services to be rendered by Hospital hereunder and are not in any way related to or dependent upon referrals by and between FQHC and Hospital.

(j) Missouri Law.  This Agreement shall be governed in all respects, including validity, interpretation, and effect in accordance with the laws of the State of Missouri.

(k) No Violation.  Neither party shall be deemed to be in violation of this Agree​ment if it is, or reasonably determines it is, prevented from performing any of its duties or obligations for any reason beyond such party’s control, including, without limitation, flood, storm, strikes, acts of God or the public enemy, or statute, ordinance, regulation, rule or action of any applicable governmental entity.

(l) No Joint Venture.  It is understood and agreed by the parties that nothing contained in this Agreement shall be construed to create a joint venture, partnership, association, or other affiliation or like relationship between the parties, or a relationship of landlord and tenant, it being specifically agreed that their relationship is and shall remain that of independent parties to a contractual relationship as set forth in this Agreement.  In no event shall either party be liable for the debts or obligations of the other of them, except as otherwise specifically pro​vided in this Agreement.

(m) Notice of Request for Information.  Each party shall notify the other party within five (5) days of any request by any governmental agency, whether local, state or federal, of any request for information of any kind pertaining to the other party.  Said Notice shall be given pursuant to the directions and requirements contained in paragraph 10 of this Agreement.

(n) Access to Records.  If Hospital should be deemed a subcontractor subject to the disclosure requirements of 42 U.S.C. 1395X(v)(1), Hospital shall, until the expiration of four years after the furnishing of services pursuant to this Agreement, make available upon request to the Comptroller General, or any of its duly authorized representatives, a copy of the Agreement and the books, documents and records of services that are necessary to certify the nature and extent of the costs incurred under this Agreement by Hospital or FQHC.  If services or any duties of this Agreement are through a subcontractor with a value or cost of $10,000 or more over a 12-month period with a third party, such subcontract shall contain a clause to the effect that should the third party be deemed a related organization, until the expiration of four years after the furnishing of services pursuant to such subcontract, the third party shall make available upon request to the Comptroller General, or any of its duly authorized representatives, a copy of the subcontract and the books, documents and records of such third party that are necessary to verify the nature and extent of the costs incurred under this Agreement by Hospital or FQHC.  No attorney-client, accountant-client or other legal privilege will be deemed to have been waived by Hospital or FQHC by virtue of this Agreement.
(o) Non-Discrimination.  Each Institution agrees that it shall not deny service or otherwise discriminate against any patient or potential patient on the basis of age, sex, race, religion, national origin, ancestry, creed or disability.

IN WITNESS WHEREOF, the parties hereto have executed this Agreement as of the date first above written.

_____________________________________          ___________________________________

    (“FQHC”)




             (“Hospital”)

By:__________________________________          By:________________________________

Name: _______________________________          Name:______________________________

Title:_________________________________         Title:_______________________________

EXHIBIT A
Designated Representatives

Designated Representative for Hospital

Name: ____________________________

Title: _____________________________

Address: __________________________


__________________________


__________________________

Telephone: ________________________

Emergency 

Telephone: ________________________

E-mail: ___________________________

Designated Representative for FQHC
Name: ____________________________

Title: _____________________________

Address: __________________________


__________________________


__________________________

Telephone: ________________________

Emergency 

Telephone: ________________________

E-mail: ___________________________

EXHIBIT B
BUSINESS ASSOCIATE AGREEMENT

THIS BUSINESS ASSOCIATE AGREEMENT (“Agreement”) is entered into this _____ day of __________, 20__ (“Effective Date”) by and between _________________________ (“FQHC”) and _________________________ (“Hospital”).


WHEREAS, FQHC and Hospital wish to enter into or have entered into an arrangement or arrangements whereby Hospital will provide services to or on behalf of FQHC (collectively “Arrangement”) and, in providing those services, may electronically exchange or have access to Protected Health Information  (“PHI”) as defined below;

WHEREAS, FQHC is obligated under the Health Insurance Portability and Accountability Act of 1996, and its implementing regulations, including but not limited to, the standards set forth at 45 CFR Parts 160, 162 and 164, and the requirements of the Health Information Technology for Economic and Clinical Health Act (collectively, “HIPAA”) to safeguard PHI and ensure that Hospital maintains the integrity of PHI and uses and discloses PHI in accordance with HIPAA; and 

WHEREAS, Hospital understands and acknowledges that the terms of this Agreement and HIPAA shall govern the use and disclosure of PHI disclosed to, provided by, received by, or created by Hospital in the course of providing the services under the Arrangement.

NOW, THEREFORE, the parties agree as follows:

1.
Definitions

a.
HIPAA Defined Terms.  All terms that are capitalized in this Agreement, when they would not be capitalized normally, have the meanings set forth in this Agreement, or the meanings set forth in HIPAA.

b.
Protected Health Information.  “Protected Health Information” or “PHI” shall have the meaning given to such term under HIPAA and shall include, but not be limited to, any information, whether oral or recorded in any form or medium including, but not limited to, electronic formats or media: (1) that relates to the past, present or future physical or mental condition of an individual; provision of health care to an individual; or past, present or future payment for the provision of health care to an individual; and (2) that identifies the individual or with respect to which there is a reasonable basis to believe that the information can be used to identify the individual.

c.
Unsecured Protected Health Information.  “Unsecured Protected Health Information” or “Unsecured PHI” means PHI that is not secured: (1) by a technology or methodology specified by the Secretary of the Department of Health and Human Services (“HHS”); or (2) by a technology standard that renders PHI at rest or PHI in motion unusable, unreadable, or indecipherable to unauthorized individuals and that is developed or endorsed by a standards developing organization accredited by the American National Standards Institute.

2.
Obligations of Hospital
a.
Confidentiality of Information.  Hospital understands and acknowledges that in the course of providing services, Hospital may have or be given access to PHI and that unauthorized use or disclosure of PHI is strictly prohibited.  To that end, Hospital shall comply with all policies and applicable laws governing PHI and shall not use or disclose PHI other than as permitted or required by this Agreement or as required by law.  Furthermore, Hospital shall not permit access to any PHI by any unauthorized person or disclose any access code or authorization assigned to Hospital that allows it to access PHI to any unauthorized person or use such access code or authorization in an unauthorized manner.   Finally, Hospital shall direct all questions regarding the use or disclosure of PHI to FQHC's Privacy Officer.

b.
Permitted Uses of Protected Health Information.  Except as otherwise provided in this Agreement, Hospital shall use PHI solely for meeting its obligations and performing any functions, activities, or services for or on behalf of FQHC covered by the Arrangement.  Any use of PHI by Hospital may not violate HIPAA or any other applicable law, rule or regulation.

c.
Permitted Disclosures of Protected Health Information.  Hospital shall not disclose PHI in any manner that would constitute a violation of HIPAA if disclosed by FQHC except that Hospital may disclose PHI as necessary for the proper management and administration of Hospital or to carry out the legal responsibilities of Hospital if: (1) the disclosure is required by law; or (2) Hospital obtains reasonable assurances from the third-party that receives the disclosed PHI that the privacy and security of the PHI will be maintained according to the same terms and conditions set forth in this Agreement, that PHI will be further disclosed only as required by law or for the purpose for which it was disclosed and that third-party will notify Hospital of any breaches of privacy or security of PHI. 

d.
Aggregation of Data. Hospital may aggregate PHI received or obtained from FQHC with other PHI in its possession provided that the purpose of such aggregation is to provide FQHC with data analyses related to FQHC’s “health care operations” as that term is defined in HIPAA.  Under no circumstances may Hospital disclose PHI received from or prepared for FQHC to another entity covered by FQHC absent the explicit authorization of FQHC.

e.
Appropriate Safeguards.  Hospital agrees to use commercially reasonable and appropriate efforts to maintain the privacy and security of PHI and to prevent unauthorized use or disclosure of PHI.   Such efforts shall include the adoption and enforcement of policies and procedures to effectively implement the requirements of HIPAA and securing PHI according to HIPAA requirements.

f.
Reporting Improper Uses or Disclosures.  Hospital agrees to report to FQHC within twenty-four (24) hours any actual or suspected breach of security or any unauthorized use or disclosure of PHI or Unsecured PHI of which it becomes aware, including those involving agents and subcontractors, and to establish procedures for mitigating, to the greatest extent possible, any harmful effect that is created by any improper use or disclosure of PHI or Unsecured PHI in violation of the Agreement.  For purposes of this Agreement, a breach shall be treated as discovered as of the first day on which such breach is known to Hospital (including any person, other than the individual committing the breach, that is an agent, employee or officer of Hospital) or should reasonably have been known to Hospital to have occurred.  

(1) Contents of Report Required by this Section.  Consistent with HIPAA and the requirements set forth in this Agreement, Hospital agrees to provide FQHC notice that Unsecured PHI may have been subject to an actual or suspected breach or an unauthorized use or disclosure.  The notification shall include:

(a)
identification of all affected individuals;

(b)
a brief description of the security breach, including when it occurred, and when the breach was discovered;

(c)
a description of the types of Unsecured PHI that were involved in the breach (e.g., name, date of birth, social security number, home address, account number, disability code);

(d)
the steps the individual should take to protect himself or herself from potential harm from the breach;

(e)
a brief description of how the Hospital plans to address the breach, mitigate losses, and to prevent further breaches; and

(f)
Hospital contact information for the individual to ask questions, which includes a toll-fee number, an electronic mail address, website, or physical address.  

(2) Notifying Individuals of Improper Use or Disclosure of Unsecured PHI.  FQHC shall provide any notices to individuals required by HIPAA concerning incidents reported by Hospital, except Hospital agrees to provide any such notice (subject to review by FQHC) if requested to do so by FQHC, in which case the notice will be provided by the earlier of the deadline imposed by HIPAA or three (3) business days after the Hospital receives the request.

(3) Notifying Media Outlets and HHS of Improper Use or Disclosure of Unsecured PHI.  Consistent with HIPAA and the requirements set forth in this Agreement, Hospital agrees to consult and coordinate with FQHC in providing notice to local media outlets and HHS when an actual or suspected breach of security or an unauthorized use or disclosure of Unsecured PHI involves five hundred (500) or more individuals.  Hospital further agrees to maintain a log of all security breaches or unauthorized uses or disclosures of Unsecured PHI that involve less than five hundred (500) individuals and annually submit such log to HHS consistent with HIPAA requirements.


g.
Reporting Compelled Disclosure.  If Hospital is requested or required by legal or administrative process to disclose PHI, Hospital shall immediately notify FQHC so that, if necessary, FQHC may seek an appropriate protective order or other relief.  In any case, Hospital will: (1) disclose only the minimum necessary amount of PHI that is required to comply with the compelled disclosure; (2) use its reasonable efforts to ensure that such PHI is treated confidentially; and (3) notify FQHC as soon as reasonably practical of PHI so disclosed.

h.
Agents of Hospital.  Hospital shall ensure that all of its agents and subcontractors to whom it discloses PHI agree in writing to be bound by the same restrictions and obligations contained in this Agreement whenever PHI is made accessible to such agents or subcontractors.  Hospital shall disclose only the minimum necessary PHI for the agent or subcontractor to perform or fulfill the authorized subcontracted services.

i.
Auditing, Inspections and Enforcement.  Hospital shall make available, and shall cause any authorized subcontractors to make available to FQHC and HHS, or HHS's designee, copies of Hospital’s internal practices, books and records relating to the security, use and disclosure of PHI for the purposes of determining FQHC’s compliance with HIPAA. 

j. 
Training.  Hospital shall provide appropriate training regarding the requirements of this Agreement to any employee, agent or subcontractor of Hospital who will have access to or make use of PHI and require that any employee, agent or subcontractor receiving such training attest to his or her knowledge of and compliance with those policies and procedures.  Such training shall encompass the Hospital’s system of sanctions for any employee, agent or subcontractor who violates this Agreement Hospital agrees that FQHC shall have the right to immediately terminate access to PHI of any employee, agent or subcontractor of the Hospital where FQHC identifies an actual or threatened breach of security or unauthorized use or disclosure of PHI or any actual or suspected use or disclosure of PHI in violation of any applicable federal or state laws or regulations. 

k.
Access to PHI.  Hospital shall, at the request and direction of FQHC, make PHI maintained by Hospital or its agents and subcontractors available to FQHC or the subject thereof for inspection and copying within five (5) days of receipt of such a request from FQHC.  Such PHI shall be provided electronically if it is maintained in such a format and requested to be produced in that format.

l.
Amendment of PHI.  Hospital shall, within five (5) days of a request from FQHC, make PHI maintained by Hospital or its agents or subcontractors, available for amendment and, as directed by FQHC, shall incorporate any amendment or related statements into the information held by Hospital and any of its agents or subcontractors.  If any individual or entity directly requests that Hospital or its agents or subcontractors amend PHI, Hospital or its agents or subcontractors shall notify FQHC in writing within five (5) days of such request and, at a minimum, five (5) days before acting upon any such request.

m.
Accounting of Disclosures.  Hospital and its agents and subcontractors shall, within five (5) days of a request from FQHC, make available the information necessary for FQHC to provide an individual with an accounting of the disclosures of his or her PHI (including disclosures of PHI contained in an electronic health record for treatment, payment and operations purposes) as required under HIPAA.  At a minimum, such information shall include: (1) the date of the disclosure; (2) the name and address of the entity or person receiving the PHI; (3) a brief description of the PHI disclosed; and (4) a brief description of the reason for the disclosure or a copy of the written request for the disclosure.  Such information must be maintained by Hospital and its agents and subcontractors for a period of six (6) years from the date of each disclosure.  If any individual directly requests that Hospital or its agents or subcontractors provide an accounting of disclosures of PHI, Hospital or its agents or subcontractors shall notify FQHC within five (5) days of such request.

n.
Restrictions on Use and Disclosure. Hospital shall comply with any restrictions on use or disclosure of PHI when so notified by FQHC.

o.
Minimum Necessary.  Hospital agrees that it will not request, use or disclose more than the minimum amount of PHI necessary to accomplish the purpose of the request, use or disclosure.


p.
Compliance with Standard Transaction Requirements.  If Hospital conducts on behalf of FQHC any of the standard electronic health care transactions designated in 45 CFR Parts 160 and 162, Hospital will comply, and will require any subcontractor or agent involved with the conduct of such standard electronic health care transactions to comply, with each applicable requirement of 45 CFR Parts 160 and 162.  Hospital will not enter into, or permit its subcontractors or agents to enter into, any agreement in connection with the conduct of such standard electronic health care transactions on behalf of FQHC that: 

(1) 
changes the definition, data condition, or use of a data element or segment in those standard electronic health care transactions;

(2) 
adds any data elements or segments to the maximum defined data set;

(3) 
uses any code or data element that is marked “not used” in the implementation specification of the standard electronic health care transaction or is not in the standard electronic health care transaction implementation specification; or 

(4) 
changes the meaning or intent of the standard electronic health care transaction implementation specification. 


q.
Compliance with Security Requirements.  If FQHC and Hospital exchange PHI electronically, Hospital will comply, and will require any subcontractor or agent involved with such electronic data exchange to comply, with the following security requirements in addition to those set forth in this Agreement and HIPAA.  At a minimum, Hospital and any agent or subcontractor of Hospital must:

(1) 
subject electronic data files to a virus check prior to transmission to FQHC;

(2) 
use or maintain technological systems and procedures to guard against unauthorized access to electronically maintained PHI, including encrypting PHI at rest and PHI in motion with a technology standard that is developed or endorsed by a standards developing organization accredited by the American National Standards Institute.

(3) 
maintain a designated individual to serve as Hospital’s system security officer responsible for supervising Hospital’s system security and data integrity, and for communicating with FQHC on system security matters;

(4) 
maintain policies and procedures as necessary to prevent unauthorized parties from accessing, using, disclosing, processing, copying, modifying, corrupting, rendering unavailable, introducing computer code into, or otherwise performing unauthorized and undesired activities related to PHI maintained electronically;

(5) 
notify FQHC immediately in the event of any proven or suspected incident in which Hospital has reason to believe any unauthorized person may have had access to the electronic data systems of Hospital or of FQHC (if Hospital has access to FQHC’s data systems to perform its duties under the Arrangement); and

(6) 
assess its information security policies and procedures at least once annually and in response to any material breach of security of Hospital’s systems.

3.
Obligations of FQHC
a.
Notice of Privacy Practices.  FQHC agrees to inform Hospital of its current privacy practices and any future changes to those practices by providing Hospital with updated copies of its notice of privacy practices.  

b.
Revocation of Authorization by Individual.  FQHC agrees to inform Hospital of any change to or revocation of an individual’s authorization to use or disclose PHI to the extent that such changes may affect Hospital’s use or disclosure of PHI.

c.
Restrictions on Use and Disclosure.  FQHC agrees to notify Hospital of any restrictions to the use or disclosure of PHI agreed to by FQHC in accordance with HIPAA to the extent that such restriction may affect Hospital’s use or disclosure of PHI.

d.
Permissible Requests.  FQHC shall not request Hospital to use or disclose PHI in any manner that would not be permissible under HIPAA if done by FQHC.

5.
Remedies

Hospital understands and acknowledges that the restrictions and obligations accepted by Hospital pursuant to this Agreement are reasonable and necessary in order to protect the interests of FQHC, its patients and employees and that Hospital’s failure to comply with this Agreement in any respect could cause irreparable harm to FQHC, its patients and employees for which there may be no adequate legal remedy.  Hospital therefore understands and agrees, notwithstanding any contrary provision in any other agreement between the parties, that FQHC retains its full rights to pursue legal or equitable remedies in the event of any breach or threatened breach of this Agreement, and may prevent Hospital, any of its agents or subcontractors, or any third party who has received PHI from Hospital from violating this Agreement by any legal means available.  Hospital further understands that violation of this Agreement may subject Hospital to applicable legal penalties, including those provided under HIPAA and termination of any Arrangement entered into between FQHC and Hospital.

6.
Term and Termination
a.
Term.  This Agreement shall be effective from the Effective Date until all PHI provided by or created for FQHC is destroyed or returned to FQHC or, if it is infeasible to return or destroy PHI, protections are extended to such PHI in accordance with the terms of this Agreement.

b.
Material Breach.  A breach by Hospital of any material provision of this Agreement or HIPAA, as determined by FQHC, shall constitute a material breach of this Agreement and shall provide grounds for the immediate termination of this Agreement, the Arrangement and access to PHI. FQHC also may immediately terminate this Agreement, the Arrangement and access to PHI if Hospital is named as a defendant in a criminal proceeding resulting from a violation of HIPAA or if there is a finding or stipulation that Hospital has violated any standard or requirement of HIPAA or other security or privacy law.
c.
Reasonable Steps to Cure Breach.  If FQHC knows of a pattern of activity or practice of Hospital that constitutes a material breach or violation of Hospital’s obligations under this Agreement or HIPAA, FQHC may provide Hospital with an opportunity to cure the breach or violation.  Should Hospital fail to cure the breach or violation to the satisfaction of FQHC within fifteen (15) days of receiving notice from FQHC of such breach or violation, FQHC shall have the right to immediately terminate this Agreement, the Arrangement and access to PHI.  In the event termination or cure is not feasible, FQHC shall report Hospital’s breach or violation to HHS.

d.
Effect of Termination.  Upon termination of this Agreement, the Arrangement or access to PHI, Hospital shall return or destroy all PHI in its possession or the possession of its agents or subcontractors that was created for or received from FQHC.  Upon mutual agreement of the parties that return or destruction of PHI is infeasible, Hospital shall provide to FQHC a complete written description of all PHI that it is infeasible to return or destroy.  Hospital and its agents or subcontractors shall continue to extend the protections contained in this Agreement to such PHI that is not returned or destroyed and limit further use of such PHI to those purposes that make the return or destruction of such PHI infeasible.  Hospital agrees that it will not retain any copies of PHI in any form or medium except as required by law.  If PHI is destroyed, Hospital agrees to provide FQHC with appropriate documentation and a certification evidencing such destruction. 

7.
Miscellaneous
a.
Relationship of Parties.  None of the provisions of this Agreement are intended to create or shall be deemed to create any relationship between the Parties other than that of independent parties contracting with each other solely for the purposes of effecting the provisions of this Agreement and any other Arrangement between the Parties.

b.
Ownership of PHI.  PHI and any related information created for or received from FQHC is, and will remain, the property of FQHC.  Hospital agrees that it acquires no ownership rights to or title in any PHI.  

c.
No Third Party Beneficiaries.  Nothing express or implied in this Agreement is intended to confer, nor shall anything herein confer, upon any person or entity other than the individual who is the subject of the PHI, FQHC or Hospital and their respective successors and assigns, any rights, remedies, obligations or liabilities whatsoever. 

d.
Successors and Assigns.  This Agreement shall be binding on the parties and their successors, but neither party may assign the Agreement without the prior written consent of the other, which consent shall not be unreasonably withheld.

e.
Waiver.  No change, waiver or discharge of any liability or obligation hereunder on any one or more occasions shall be deemed a waiver of performance of any continuing or other obligation, or shall prohibit enforcement of any obligation, on any occasion.

f.
Severability.  In the event that any provision of this Agreement is held by a court of competent jurisdiction to be invalid or unenforceable, the remainder of the provisions of this Agreement shall remain in full force and effect.  

g.
Modification to Comply with Law.  The Parties acknowledge that state and federal laws relating to the security and privacy of PHI are rapidly evolving and that modification of this Agreement may be required to provide for procedures to ensure compliance with such developments.  The Parties specifically agree to take such action as is necessary to implement the standards and requirements of HIPAA.  The Parties understand and agree that FQHC must receive satisfactory written assurances from Hospital that Hospital will adequately safeguard all PHI.   Upon request of either party, the other party agrees to promptly enter into negotiations concerning the terms of a modification to this Agreement embodying written assurances consistent with the standards and requirements of HIPAA.  FQHC may terminate the Arrangement and access to PHI upon thirty (30) days written notice in the event: (1) Hospital does not promptly enter into negotiations to modify this Agreement when requested by FQHC under this section; or (2) Hospital does not enter into a modification of this Agreement providing assurances regarding the safeguarding of PHI that FQHC, in its sole discretion deems sufficient to satisfy the standards and the requirements of HIPAA.

h.
Amendment.  This Agreement may be amended or modified only in writing signed by the Parties.

i.
Interpretation.  This Agreement shall be governed by the laws of the State of Missouri and interpreted as broadly as necessary to implement and comply with HIPAA.  The Parties agree that any ambiguity in this Agreement shall be resolved in favor of a meaning that complies and is consistent with HIPAA.  

IN WITNESS WHEREOF, the Parties have executed this Agreement as of the day and year first written above.

FQHC






HOSPITAL
___________________________________

___________________________________

Name: _____________________________


Name:
_____________________________
Title: ______________________________


Title:
_____________________________
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