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Document Details

Date Created:  10/17/2011
Sunset Date: 1/1/2014
Owner:  CIMOR Project Manager/ Chief Security Officer
Purpose
Contract providers must meet specific technical requirements in order to access DMH systems.
Scope
This policy applies to all DMH applications accessed via the Internet.
Exceptions to this policy must be approved via the completion of an Architecture Variance Request.

Definitions
Procedure

The following requirements shall be posted on the CIMOR portal for download.

DMH Contract Provider Technical Requirements

Hardware, Software & Connection Certification

Since January 1, 2004, DMH ITSD has required all workstations connected to DMH be certified.  This certification is necessary to assure that your computer and network connection will be able to access DMH Systems and operate properly, with minimal technical difficulty or risk.  The certification takes place over the network and electronically verifies that the minimum hardware, software and connection requirements described in this document are met.

How Do I Certify My System?

Certification can be accomplished by clicking the Certification link on the Internet Portal Website or by contacting the Customer Support Center at 573/526-5888 or 888/601-4779.
https://portal.dmh.missouri.gov 
If minimum requirements are not met, the workstation will not be certified and may be unable to access DMH Systems.  New or current workstations can be certified anytime.  Your agency is responsible for meeting these minimum requirements.

Minimum Workstation Requirements for Certification

The following minimum workstation requirements have been determined at this point in time.  We recommend that you check this site periodically to determine if any updates have been provided.  Currently, the minimum includes:

	Minimum System Requirements

	Computer/Processor
	Computer with Pentium 1 GHz or equivalent processor

	Memory
	512 MB

	Operating System
	Windows XP Professional Edition (with current service packs)

	Internet Browser
	Internet Explorer 7.0 (with current updates/service packs & ability to handle 128-bit SSL)

	Display/Monitor
	Monitor set at 1024x768x32 resolution

	Peripherals
	Printer required to print reports.

	Software
	Macromedia Flash Player and Adobe Acrobat Reader 8 or greater may be required to view certain files or reports.  Both programs can be downloaded free of charge.  Download Macromedia Flash Player
Download Adobe Acrobat Reader (http://www.adobe.com/products/acrobat/readstep2.html)

	E-mail Address
	Internet accessible e-mail address


Requirements for Connection to DMH

DMH has continued to evaluate various options that are available for electronic connection to our systems.  As technologies improve, the availability and cost factor for higher performance options also improve.  We do realize your organization may need to make additional investment in order to do business taking advantage of up-to-date technology.  However, the total cost of operations is decreased by applying a standard set of technologies.

Currently DMH-ITSD offers the following options for online connection to DMH systems.  In general, the highest speed access that is available in your area is going to come closer to meeting your needs.

	Current Access Options

	1 
	Secured Browser Session
	Internet service Provider  

	
	
	Hardware/Software Firewall – Set to Always On

	
	
	Virus Protection Software (running current security patches and service packs)

	NOTE:   AOL is Not Recommended.  If Broadband is not available, dial-up access through an ISP will work but performance will be degraded.  Satellite Internet access is not generally recommended unless it is your only broadband option.  Internet connectivity can be vulnerable to malicious internet attacks unless protected behind a firewall.


Electronic Data Interchange (EDI) Requirements

For providers who currently batch to the DMH POS system, CIMOR will support the HIPAA 837/835 EDI transactions.  HIPAA requires standard ANSI transactions in EDI format, and DMH will accept and send those standard transactions.  The transport mechanism uses a secure File Transfer Protocol (FTP) site. This may require that a specific FTP client be installed at your location.  

DMH is in the process of defining a proprietary DMH Pre-Enrollment transaction that will be accepted.  This transaction includes data about the Registration, Admission, Program Assignment, Consumer Demographics, Standard Means Test, and Diagnosis.

CIMOR Browser Settings

CIMOR requires the default settings for Internet Explorer.  These settings are found under Tools - Internet Options - Security tab.  These settings are located in your Internet zone.   By default, the Internet zone is set to the Medium security level.  If you have changed your zone to a higher security level or manually made changes to these settings, you may have problems using CIMOR.  By raising the security level, Internet Explorer prevents some web pages from performing certain potentially harmful operations. As a result, some pages might not function or be displayed properly. 
If you have changed the security settings for your zone and have problems running CIMOR, you may need to re-enable Active Scripting.  This can be found under Custom Level - Scripting.  Under the heading of Scripting, Active Scripting must be set to "Enabled".  
Security Management Controls

If there has been no activity on a computer or electronic device for a maximum of fifteen (15) minutes, the system shall be electronically locked. Re-establishment of the session shall take place only after the user has renewed access via the proper authentication, such as a password. 

While computing, user sessions are locked after specified period of inactivity. 

For all users, including those with administrative or system-level privileges, screen lockout will occur after a maximum of 15 minutes of inactivity. 

Users will be required to re-authenticate to continue their sessions after screen lockout due to inactivity. 
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