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PART I: Essential information for CIMOR users.

e When you obtain a User ID and Password, log onto CIMOR and change your password prior to any
further action. If you skip this step, you must call the helpdesk and reset your password.
e Your password is only good for 60 days. You will not receive any reminders.
0 Thisis the #1 reason why users are not able to access CIMOR.
0 If you forget to change your password in a timely manner or enter an incorrect password
too many times (3 or 4) you will be locked out of your account.
0 If you try to sign on and receive the message “invalid user credentials” or “contact your local
security officer” this is usually related to a password no longer being valid.
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0 If this happens, contact Customer Support Center at 573-526-5888 or toll free at 888-601-
4779 between 7:00a - 5:30p Monday thru Friday. The Customer Support Center also
provides on-call coverage after hours for password resets. A technician will respond to your
request with 2 hours of receiving the request. On-call coverage is available from 5:30 p.m.
to 8:00 p.m. Monday through Friday, and 8:00 a.m. — 5:00 p.m. on Saturday/Sunday. The
After Hour Help Number is 573-690-9924.

e DMH user IDs that have not been used for 90 or more days will be deleted. Please sign on a
minimum of every 90 days in order to keep your user ID from being deleted. The user will have to
resubmit a Contract Provider Access Form and go through the ARA process again.

e LSO needs to maintain access to CIMOR at least 1x every 60 days and update email address if it
changes (update in Profile at top of portal.) LSO has to approve other user’s access request after
receipt of notification through the email system. If email is not current, LSO will not receive
notification.

e When an email is sent to the Local Security Coordinator/Officer (LSO) only the LSO should respond
to that email.

0 Having someone else answer the email will result in loss of access to CIMOR due to a
potential security breach. This will be extremely inconvenient if it occurs during billing
periods.

e Do not share your user ID and Password. This will also result in loss of access to CIMOR due to a
potential security breach.

e If an employee with access to CIMOR leaves the agency you need to IMMEDIATELY revoke their
access. See Part VII.

e Internet Explorer is the only browser that can access CIMOR. If you have Internet Explorer version
9 or newer, you will have to add the website to the compatibility view of your computer. See
“Contract Provider Technical Requirements” Document on the portal under documents and links for
more computer requirements.

PART Il: New TCM Provider Contract: Establishing a Local Security Coordinator/Officer (LSO) after
contract is in place.

The first part of the process requires submitting required documentation to obtain a User ID and
password.

Step 1: Complete the Contract Provider Access Request Form at https://portal.dmh.missouri.gov
e Under Part 4, all DD TCM Entities need to indicate “add” to Consumer Referral DB in second
section
e Under Part 5, if the LSO also has TCM supervisor responsibilities, indicate “add” for Data Entry
and Reviewer Roles
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https://portal.dmh.missouri.gov/
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Step 2: Draft a letter with the below components onto provider letter head. Example:

Provider Name

Address

City, State Zip

Phone:

Fax:

Date

Attention: (Provider Relations Liaison), (Local Regional Office Name)
(Local Regional Office Address)

(Provider Relations Liaison):
RE: LSO and Provider Staff w/ Access to CIMOR
Our Local Security Officer (HIPAA)is:  Name of Staff ~ e-mail address

Sincerely,
Executive Director Signature
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Step 3: Fax completed documents to your local Regional Office. They will forward to OA for
Assignment.

OA will provide the LSO a user ID and password. You will receive this information back from your local
regional office.

Once the LSO has received their new user ID and password, they will obtain CIMOR access by completing
an ARA as described in Part IV, if additional access is needed.

Note: if LSO leave the agency, immediately revoke and reassign a new LSO. The LSO grants additional
provider employee’s requests for access. Without an LSO identified, requests cannot be processed.

PART lll: Granting additional provider employee’s access to CIMOR once the contract and LSO have
been established.

Step 1: Complete the Contract Provider Access Request Form at https://portal.dmh.missouri.gov.
e Under Part 4, all DD TCM Entities need to indicate “add” to Consumer Referral DB in second
section
e Under Part 5, if the employee will have TCM supervisor responsibilities, indicate “add” for Data
Entry and Reviewer Roles
e Under “Additional Data Request” indicate “Create User ID and Password”
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https://portal.dmh.missouri.gov/

Step 2: Fax completed document to your local Regional Office TCM TAC who will forward to OA.

OA will provide the employee a user ID and password....you will receive this information from your local
RO PR liaison. (Be sure your LSO signed the form)

OA will provide the employee a user ID and password....you will receive this information from your local
TCM TAC liaison.

Once the employee has received their new user ID and password, they will proceed through the Part IV
to obtain CIMOR access by completing an ARA.
PART IV: Completing an Access Request Application for CIMOR roles

Step 1: Completing an Access Request Application (ARA) is necessary to add provider roles in CIMOR,
such as billing access and Health Inventories (Hl is required for residential providers.)

To complete the Access Request Application (ARA) the new user will go to the DMH Portal web site at
https://portal.dmh.missouri.gov.

In the Documents and Links section, click on the Access Request Application (ARA) link.
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https://portal.dmh.missouri.gov/

Connect to ara. dmh.missouri.gov

Connecking ko ara.drmb. missouri. gov,

User name: | [ 5} w |

Password: | |

[CIremember my password

[ Ok H Caneel ]

A log-in box will appear.

In the User name box, the user must enter their Domain Name, i.e. EXTLCL and a backslash \ (This is the
slash mark above the Enter key). For example: extlcl\mytesta. Tab to the second box and enter the
password the user was provided.

Note: Itis only when accessing the ARA that entering the Domain Name is necessary. For CIMOR
access, users will be able to enter their user ID and password only.

The main portal page will appear. Click New Request.
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Change Email Address

If you have received an email stating your access has been denied, please
contact your Local Security Officer before calling the Help Desk.
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The next screen that appears will prompt the user to enter their e-mail address.
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In the next screen that appears, the user needs to select the appropriate division, i.e., ADA, CPS, MRDD
and the click the arrow in the LOCAL REGIONAL OFFICE as their organization.
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The user will click Add for each role they need to access.

Note: Please refer to the CIMOR Security Roles Document available in the Documents and Links
Section of the Portal Home Page for guidance in choosing roles. Not all roles are available for
providers. If a request is submitted for a role a provider is unable to have, the entire request will be

8|Page



denied and a new request must be submitted. Review roles document to decide which ones you want
each employee to have.

Roles for DD TCM Entities are:
e DD Private TCM Provider Regional Office User
e DD Provider Profile Update (for staff responsible for maintaining Provider Profile on DD website)

Select “Add” next to the first role and wait for the role to be highlighted, then select the next role and
wait for highlight and so on. After selecting the necessary roles, the user will click Next at the top of the
screen. A review screen appears. Please review the selected roles and make any corrections if
necessary. Click Submit Request.

= CompleteRequest - Windows Internet Explorer

\\\\\\
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A screen will appear indicating the request has been submitted.

The request will electronically route to the provider Local Security Coordinator to the email address on
file with DMH. After the Local Security Coordinator has approved roles by clicking on the link and
signing with their user id and password, the ARA will route electronically to the ITSD Provisioning for
final approval.

If roles have been selected correctly and the LSO has approved, CIMOR access granted within 48 hours.
If, however, any roles have been chosen that are not available to providers, the ARA will be denied and

the user and Local Security Coordinator will receive an e-mail indicating why the request was denied.
The request will then need to be resubmitted for approvals.

IFYOU ARE ATCM ENTITY BILLING TCM LOGGING THROUGH CIMOR — SEE NEXT PAGE.
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TCM ENTITIES THAT BILL THROUGH CIMOR AND HAVE THEIR OWN EOC FOR TCM LOGGING:

Staff must also request an ARA under the TCM Organization through the same process indicated in this
section.

In first screen shot, page 9, you would select your organization as the employer.
Additional Roles for TCM’s billing through CIMOR

e MRDD TCM Provider Consumer and Services

e MRDD TCM Provider Financial (administrative in nature and optional for SC's)
PART V: Tracking ARA Requests and List of Current Roles

1. Tracking ARA Requests

After an ARA has been submitted, the employee can track where the request is in the process.

Go to portal and select “Access Request Application (ARA)” from Forms and Documents. Select “List My
Requests” from the following Screen. See screen shot below.

2. Obtaining a list of current approved roles or access.

At any time, an employee can review the roles or accesses in CIMOR that they have been granted.

Go to portal and select “Access Request Application (ARA)” from Forms and Documents. Select “List My
Current Roles” from the following Screen. See screen shot below.

¢ Favorites = %2 | http--manuals.mom ed.co.. #3151 Budgets Conv w Rebas.. Ty Missouri State Employees .. % | Rate Allocation Scores by .. 3 | DD Scif Directed Consum...

&2 Default Y ~ B - = o ~ Page~ Safery~ Tools~ W@~

Manage. Yoeur Profis

If you have received an email stating your access has been denied, please
contact your Local Security Officer before calling the Help Desk.

Done S Local intranet | Protected Mode: Off o " 125%
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PART VI: Accessing CIMOR once access is granted

To access CIMOR after you have been given security clearance, please following these instructions:

e Type in the following url: https://portal.dmh.missouri.gov

e Scroll down to Documents and Links

e C(Click “CIMOR Production”

e (Click on Login

e login with your user id and current password. Make sure the Domain is EXTLCL

The confidentiality statement should display. Accept and then CIMOR home page will display.

PART VII: Revoking User Access
When an employee who has access to CIMOR leaves an agency:

0 IMMEDIATELY submit the Contract Provider Access Request Form indicating “Revoke” and
the employee’s name. Fax the form to your local Regional Office Provider Relations liaison
for processing.

O Remember, if the employee was a DD Provider Representative for the Health Inventory
process, you will need to follow the directions in Part IV to assign a new DD Provider
Representative.

0 If the employee is the LSO, the provider will need to identify a new LSO by completing Steps
1and 2 in Part 1 in addition to revoking access to the previous LSO.

Revoking user access is essential to an agency for security purposes. The ex-employee is able to access
CIMOR from any location as long as they still have access approval.

As the person is no longer employed, it is a violation of confidentiality to have access to consumer
information. The person’s access could create errors in billing information.

PART VIll: Password Requirements

Your new password must be at least 7 characters in length.
You must change your password prior to it expiring.
Your password will expire every 60 days.
You cannot reuse your last 24 passwords.
Your new password must contain at least 3 of the following 4 character groups:
1) English uppercase (A through Z)
2) English lowercase (a through z)
3) Numerals (0 through 9)
4) Non-alphabetic (such as !, S, #, %)
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PART IX: Changing user password.

On your computer, open Internet Explorer and type: https://portal.dmh.missouri.gov/
into the address bar. The following screen will display.

¢~ Internel Portal: IHome - Windows Internet Explorer
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Internet |
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_IMOR TEALTH
Certification >
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smour Department of Mental Health smployeas
of Mantal Health.

. 5, please call the Customer
Support Cantar at 5 E26-5088 o standard sparating hours 7:008

5:30p Monday thru Friday.

CIMOR PASSWORD
PLEASE HE ADVISED THAT YOUR CIMOR PASSWORD EXPIRES EVERY 60 DAYS.

To Eraant wour password fram expirng, it s best to craste yourself o remindar for 55 davs or less
after you change your password to changds it agair. This will give you some time 0o change the
password yourself bafora it expires. Once your password expires, the only way to get it resat is by
cortacting the DM Haln Desk.

-

Do [ | || % Local inkranat AL ronee -

The serwer portal.dmh.missouri. gow at
Y portal. dmh.missouri.gov requires a username and password.

Warning: This server is requesting that wour username and
sl password be sent in an insecure manner (basic authentication i
without a secure connection.

1=
User name: | I3 EXTLOLY MY R - |

o k
Fassword: | sesssenes |

5 k

[l remember my password

[ Ik ] [ Cancel ]

Type in your user-id in the following format: EXTLCL\MYXXXX (replace X’s with your user id) Nothing else
should be in this box. Type in current password, click OK The following screen will display:
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https://portal.dmh.missouri.gov/

Profile

Update Profile
First Mame: |[Kathy
Last Mame: Williams
Organization: |Rolla Regional Center
Email: kathy.villiams@oa.mo.gov

Telephone: |573-368-2511

Update

Your password was last set on 5/17/2011 at 8:11:43 AM and is 28 days old.
Your password will expire 31 days from today on 7/16/2011. Fi

- o™
New Password Requirements |

Update Password
Mew Password:

onfirm Password:

| Change Password |

/

Here is where you can change your password.
Click the Back Arrow on your browser to return to the Portal.

REMEMBER: If your password has expired, contact customer support at 573-526-5888 or toll free at
888-601-4779 between 7:00a - 5:30p Monday thru Friday. The Customer Support Center also provides
on-call coverage after hours for password resets. A technician will respond to your request with 2 hours
of receiving the request. On-call coverage is available from 5:30 p.m. to 8:00 p.m. Monday through
Friday, and 8:00 a.m. — 5:00 p.m. on Saturday/Sunday. The After Hour Help Number is 573-690-9924.
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PART X: Browser — Compatibility Settings

1. Open up Internet Explorer 9, 10, or 11.
2. Pressthe “Alt” key on your keyboard to bring up the top menu with File, Edit, View, Tools. Then
go to Tools, Capability View Settings,

W e —
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| ¥ BlSugg.. v E]FAS...

Help

Delete browsing historny...
InPrivate Browsing

Tracking Protection...

ActiveX Filtering

Diagnose connection problems...
Feopen last browsing session

Add site to Start menu

View downloads
Pop-up Blocker
SmartScreen Filter

Manage add-ons
Compatibility View
Compatibility View settings

Subscribe to this feed...
Feed discoverny

Windows Update
F12 developer tools

Send to Bluetooth Device...
COnellote Linked Motes
Send to OneMote

Internet options

Ctrl+5Shift+ Del
Ctrl+Shift+P

Ctrl+J

.. '@ ePol...

ar sites
Google ETA - We
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ePolicy Orchestrator Security £
5.1.0 (Build: 509) Request
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Reopen closed tabs -

Reopen last session InPrivate Browsin
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3. Add CIMOR web site to view in compatibility mode and click on the checkbox that has all to
view in capability mode, click Close.

@ You can add and remove websites to be displayed in

L . . I

Compatibility View.

@ -iTr., Tier... @ ePol...

Add this website:
https:/fcmor.dmh.mo.gov/ i m I

Websites you've added to Compatibility View:

10.20.11.33 Remove
amazon.com
cyberaccessonline.net
mo.gov

msn.com

yahoo,com

["]indude updated website lists from Microsoft
Display intranet sites in Compatibility View
[V[Display all websites In Compathilty Vien:
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