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Using & Protecting PHI
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Requirements for Data Security Protection

Network Security
Access Controls

System Access

Authentication



Requirements for Data Security Protection

Hardware (servers, workstations, etc.)

Backup tapes
Must have or electronic
current anti- Backed up at storage
malware agency : devices will not
installed and pre%cribed Offsite backup be left
updated intervals unattended
regularly whenin
transport

Failed hard
drives cannot

be returned to
the hardware
vendor




Requirements for Data Security Protection

Hardware (servers, workstations, etc.) cont.

' ntil th : : :
Workstations cannot be reused until they Operating systems will be kept current with

security patches

have been cleansed using a DoD standard
disk wiping software




Requirements for Data Security Protection

Mobile Devices shall have:

e Encryption software installed
e Password/Passcode protection enforced

Software

e Non-Standard software will not be installed on any hardware without prior approval

e Workstations will be configured to not allow installation of non-standard software




Requirements for Data Security Protection







A Breach — Unsecured PHI













Penalties

Tier A Penalty

Imposed when the offender did
not know, and by exercising
reasonable diligence would not
have known:

$100 for each violation, up to a
max of $25,000.

Tier B Penalty
Imposed if the violation was due to reasonable cause
and not willful neglect:

$1,000 for each violation, up to a max of $100,000.

For the most serious violations, the penalty is $50,000
per violation up to $1.5 million for each incidence.

Employees who fail to comply with HIPAA and the HITECH Act are subject to
disciplinary action up to, and including, termination.




Criminal Penalties

If a person

knowingly obtains

or misuses PHI in
violation of the
regulations, they
could be fined up
to $50,000 and
sentenced up to
one yearin jail.

If the misuse of
PHI involves or
is done under
false pretense,
the person could
be fined up to
$100,000 and
sentenced up to
five years in jail.

If the misuse is
for commercial or
personal financial
gain, or done for
malicious harm,
the person could
be fined up to
$250,000 and
sentenced up to
ten yearsinjail.




Business Assoclates




Summary






